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INTRODUCTION

Technologies are used to perpetrate crimes, and law enforcement in
creasingly employs computer systems to fight crime because of the
rising science of virtual proof forensics. The information recorded or
transferred in digital shape that may be utilised in the courtroom is re-
ferred to as virtual evidence. It may be located on a PC (Personal Com-
puter), fixed disc, or a cellular cell phone. Digital crimes, or e-crimes,
consisting of child pornography or credit card fraud, are often con-
nected with virtual proof. Virtual proof, however, is being employed
within the prosecution of all types of crimes, not solely for e-crimes.
Suspects’ email or cell telephone documents may encompass important
proof about their purpose, whereabouts at the time of the crime, and
relationships with different suspects. For instance, in 2005, a floppy
disk led the government to the BTK (Bind, Torture, Kill) serial assas-
sin, who had prevented police arrest for the reason that 1974 and killed
at least ten people. The medical gathering, evaluation, and renovation
of statistics contained in electronic media that can be used as proof in
a court of regulation are known as virtual forensics. Now police regu-
lation enforcement groups are incorporating virtual forensics into their
infrastructure to combat e-crime and acquire relevant virtual evidence
for all offences.
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AIM
To design a software module for a forensic software

OBJECTIVES:

1. To develop software capable of finding files on the basis of key-
words whether it is hidden or visible to the user.

2. To create a software that can recognize and categorise photos, re-
duce noise from the dataset regardless of rotation, magnification,
or both.

3. To Incorporate the criminal record in a decentralised manner
through the use of a consolidated blockchain application.

METHOD

Using FileTree, Python, IPFS (InterPlanetary File System), and
blockchain resources, a suitable program code was created to test
the efficiency of finding files from basic keywords

RESULTS
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In [14]:

for image batch, labels batch in train ds:
print(image batch.shape)
print(labels batch.shape)
break

{32;- 186, 18D, 3}
(32,)
In [156]:

BUTOTUNE = tf.dmata.AUTOTUNE
traln da = train o3.cache () . stuitle1000] .prefetoh{outfer 31ze=AUTOTUNE]

val da = vil ds.cache () .prafefich (bnffer alze=AITOTUNE)

In |16&]):
normelization layer = layers.Rescaling{l./255)

In [17]=

normalized das = train de.map(lambda 2, y: {(nemmalization laverdizZ], 4]}
image batch, labels batch cer {nommal ized d=) |

first lmage Image batoh [0]

printinp-minifirat imscge),; npomax (first magge | b

In [3B}:
nuz clanses = len|claoss names)
mods] Segquential ||
lavera Beacaliog (1,/7255, input shape=[img beight, iomg width, 3)),;
layers:ConviOils, 3, padding="same’; actiyation="relu'),

layera.MaxPoolinga Dl ),

layera, ConviD(32, 3; padding="same', activation
layera . MaxPoolingdDi(},

layera. . ConviD (64, 3, padding-"same', activation="r&lu'),

lavers MaxPooling2Di),

layera. Flatten{}.

lavera.Dense (128, activation="ralu'),
lavers.Dena<a num claases)

mode] cocomps le ([eptimizer—"adam? ,
loas=tf . keras.lasgaea. SparaeategoricalCrassaentraopy{ fran Llagi
s oo

- La=Triael .
[Taccuracy™ 1)
T 20 % -
Ts 207% =

model summacy ()

Hodol: ™segoential™

Layer {typel Dutput 3hape Param #
rescaling 1 (Rescaling)  (None, 189, 80,3 2 @
convad (CenvZd ________ {Hene, 184, 180, 1&] 448

mak pocling2d (MaxFPooling2D) (Hehsa, 20, 90, 16} 0

convad 1 [(ConviD) {Heona, 30, 930, 32} 1&40

max poocling?d 1 (MaxPooling2 (HNone, 45, 45, 3I2) a
convEd 2 (ConvaD) {Hone, 45, 450, 64} 18486
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max_poolingld 2 (MexPooling? (None, 22, 22, 64) i)
flatten (Flatten) {Hone, 3057a8) O
dense (Denze) {Hone, 128) 3865055
.‘|¢I‘_“1i—:_'|_ [(Dense) {Hane, 3 B4G

Tocal params: 3,985,235
Trainable params: 3,989,285
Hon-trainables param=s: 0

Im [21]:

archa= 20

NIBTOTY = Mmo@e..I1T |
Lrali <29
T 'qI-'rn data=val ds;
epoc e pochs

|

Epech 1/30
32,8 |=esocrsmsssmrmsmooaTrermeeses | — Jie LTSp fatep - lossrc 1. 04 - securacy 0. 0486
rat lpsss 140871 - wal accuragy: 0,.555%

Epesh 2/20 B

e | 1

wal lossy & BE24 wal SR EAGH I f.a287

Fpoch 3/20 -

BESEY [ s s e e = g 40meiEtED = loms: OLTREY - acouracy: 07040 -

vl lossi ©0,82]2% - wval AGT Ay 0.63375

Epnch 420

B32.L0¢ | === —====] — 4% flms/steiy - laams V6060 - acduracy: O0.0TEE -
0.9€24 - val accuracyi 0.6362

B

5. &hmsistop — losas UiB55] —acouzacy: 0.6L7B -

(e

B0 [ e ] - M SEmsfsten - loss: ULIBET - oaccurzacy: OLVEG0T -
val Tasad 1.07204 - wal sacoiracy:s D63ER

Epoih &/20

i = 1 = 4& d3ms/2tén - leags L2010 —acsnrasy: D.%336 -
val loas: 1.1831 = val acouracy: 06580

Epech 7720

GRS EE T s e s e s e s . 4a d4mafatep - loss: 0.113% - accuracy: [.9ESD
val foaa: 1.21BY — val ecoucacy: 06333

Epech 8520

| i - Fa-dqnEyslogp — losyy 00595 - accuracy: [, BEE] -
val Igas: 1.3506 qal accuracy: DLEHE]L

Fpech 8520

A R in dqmasatep oase 0.,.047E ACEUTARY i, GEgT

?:-_Luzs: 1.502%: — ;u]_duuu:duy: 5.6655
Egoch 10720

F2 /02 | memr e e e e e — im 43ima/atep tomas .0352 accuracy;: (D.8951%
wal loas: 1.8065 ] ACCUTALY: RERGD

Epech 11/ Z0

32/92 [=esssss==sssss=smsmssasssseas=] - 4o 4Ima/atep  lossr 0.0133  accuracy: 0.9963
val [o=Ea: 129720 - veal eccirecic o B350

Epcch 12,720

H2 f92 | J = & dimsfstep — lossd U 000d — accuracys U,B885 -
val Lloms: 2.1080 - vol accuracy: (.5458

Fpech 13,720

#2082 [ 1 - &3 fmadatep - loss: 0.0184 - accuracy: [, 5505
pal- Foagr ZoOTBZ — wal asccorack: 075264
Eooch 14720
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U [87 |sessmsmmmscommm s cnmnnncan | - 4y ddpa/step - loss: ULU385 - accuracy: [L9B91 -
val loss: 1,7843 - val accuracy: 0.6499

Epoch 15/20

82/92 [m== R S e=] - 43 Abms/step - loss: 0.023&6 - accuracy: 0.9942 -
val losst 2.0582 - val accuracy: (.6444

Epoch 18/20

e B ] = &3 46ma/step - 1o
val loss: 2.1042 - val accuracy: 0.6635

Epoch 17/20

92 /G2 [==ss==s=ssss=sm—s———e=—=sssseee=e=] - 48 45mg/step - loss: 7.3304e-04 - accuracy: 1.00
00 - val _loss: 2.1749 - val_accuracy: 0.6380

Epoch 18/20

§2/92 | - e========e==| - 45 40mg/step - logs: 3.9710e-04 - agcuracy: 1,00
00 - val loas: 2.2380 - val accuracy: 0.6608

Epoch 18/20

92/92 |[re=ssmmrmsssssssmsssszsns=s=a=] - 48 46m8/step - loss: 2,9937e-04 - accuracy: 1.00
00 = val loas: 2.2846 - val accuracy: D.6608

Epoch 20/20

§2/92 |s=s============ ===========| - 43 4ém3/step - loss: 2.3531le-04 - mccuracy: 1.00
00 - val loss: 2.3444 - val accuracy: 0.65%4

¥ ]
L

t L0026 - accuracy: 1.0000

In [22}1
ace = history.history| "accuraocy’ |
val acc = histery.history|'val accuracy’|

loss » history.history('loss']

val loss = history.histery|'val loas')

gpochs range = rangs (epochs)

plt,figure|figaize=(8, 8))

plt.subplot{l, 2, 1}

pit.plot (epochs range, acc, label='Training Aocuracy')
plt.plot (epochs range, val ace, label='Validation Accuracy')
plL.;EqE:dilu:=T_Jwer :iqh?'}

plt.subpiot{l, 2, 2}

plt.plot (epocha range, loss, label='Training Loas')
plt.plot {epochs range, val loss, label='Valldatlon Loss')
plt.legend(loc="upper right'

plt.title("Training and Validation lLoas')

plt.show()
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Tramming and Validation Accuracy

Trarmung and Vahdation Loss
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data augmentation = keras,Sequential] |

layers.RandeomFlip(“horizental®,

input shape=({img height,
img width,
),

layers.RandomRotation (0.1),
lavers.RandomZoom{0.1),

plt.figure(figsize~(10, 10))

images, in train ds.take{l):

for i in range(9):
augmented images =
ax = plt.subplot (3,

For

data_augmentaticn(imaqes)
3, 25 1)

plt.imshow (augmented images(0].numpy().astype ("uint8"))

EEN

plt.axis("off
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pescaling ¥ (Reasaling) (Mone; L8O, 180, 3) 1]
convdd ¥ (Conv2D) (Hone, 180, 180, 16 448
max poolingdd 3 (MaxPoolingd: (None, 30, 90, 16| f
c:rl.','a'r'._l'- ('.‘ar.v,ﬂ'”{- (Kans, S0, 980, 32} A
max poolingéd 4 [MaxPoollngd (Hone, 43, 43, 32 0
cpheda 5 (ConvdD) (Hune, 45, 43, 54) La449g
mnx_pcaLiand_ﬁ iﬂﬁxE;ﬁflngﬁ“fﬁunE; EE; fi. 54} 1
deppout (Bropout) (None, 22, 22, &4) U
"]nl.'.t.r.-n_] (Flattan]| (Nonm, Hb9r6]) fl
depise 2 (Dense) (Hone, 138} 3360056
dense 3 (Denae) (Wone, 3) G45
Total parsms: 3, 588, 285
Treinable params: 3, 288, 283
Hon-trainaole parama: 0
In: {28}
Epochs =
I‘I.‘i‘.f:rl.r = madel . i1
train ds,
validation data=val ds,
epochs«~apachs
!
Epach 1735
H2]37 |senssieensenenanenananenmenes| = W3 GUtis/sten - loss: 14114 - gepuracy: 0,3548
val loasd 1.1200 - val accuracy: 0.3430
Epoch 2/33
97/4. | =======z=zz== z=zz===zs====| - 5% aoms/step - loss: 1,1092 - accuracy: U.5544 -
val lossi 1,082 - val acouracy: 0.3730
Epoch 3/35
32/37 |emesseneswnsnsnssnmsneensennnes | — 38 34ns/9tep - logs; U:8833 — sccuracys 06030 -
val lossr (.949] - val sccuracy: 0.6090
Epoch 4/35
Y2492 | | =35 Sbma/step - loss: 0.3017 - accuracy: 0.649% -
val loast 0.8856 - val acouracy: 11.6335
Epoch 5/35
SAT | r—— i — mzmmman] — 5y 3Tms/stap - losa: 0.8647 - accuracy: (.682]1 -

val loss: 0.8315 - val scouracy: (.6826
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__________________________________________________________________________________________________________________________________________________|
Epoch ©/33
BE/A% | _—-- ====| « 3% J3ms/step - loasi 03002 - accuracy: 0,683
val loss: 00,8086 = val accuracy: 0,7044
kpach 7/35 -
62/02 [wsmmrwrersm e we———— ] - 58 S2ma/fatep - losa: 0.7510 - acecuracy: 0.7136 -
val loss: D.6714 - val accuracy: 0.6067
Epoch §/35
Y2 8 [ '~ B8 Dims/atep - loss: 0.7338 - accuracy: 0,7173 -
val loas: 0,B816 - wal accoracy: 00485
Epoch 9/33
§2/82 |m==ss====s====mems=ssesmss=| - §g §ime/step - loss; 0,7102 - accuracy; 0,7340 -
val loss: 0.7489 - val accuracy: D.7030
Epoch 10735
§2/8 [s==———=——====—=—s====| - b3 J6ma/stép - loss: 0.6364 - atcuracy: 0.7433 -
val loss: 0.8033 - val accuracy: 0,7030
Epoch 11735
12/0%. [wensesunssnsnsnenmusnraenmann. | — 58 btmafatep - ioas: 0.6407 - accuracys 0.7541 -
val loas: 0.7200 - val sccuracy: [.7183
Fpoch 12/35 =
82/92 |[cem====mr=mmmEE=m=TEEEEE=EEs ] = 53 54ma/step - loas: 0.6252 - acouracy; 00,7687 -
val loas: 0,7144 - val aceuracy: 0.7186
FPn:h 1335
8/ [ ] = 58 3dma/sten - losas: 0.6034 - acouragy: 0.7728 -
val loasy 0.7206 - val scciracyr 0.7207
Epcch 14735
B2/90 [eommmmm e s s =] = 08 Hqmg/step - losst 0.369] - acoursoys D,TE2) -
val loas: 0,7443 - vel accuracy: (.72R8
Epach 13/33
52181 [=——————m===r==============| = 8 33ma/step - lcss: 0.3335 - accuracy; 0,7503 -
val loss: 0.7018 - val accuracy: ©,7302
Epoch 16/33
32/92 |me====zmms=anszsmzmzzzzszzzaz=| - G 3dns/step - losa; 0,494% - sccuracy: 0,8113 -
val loas: 0.7093 - val sccuracy: 0.7343
Epcch 17/33
6779 |eessmsssssssssssssnsnsesunnnns | - 5§ Shm4/slep - [oss: 05035 - sccuracy: 0,8038 -
url logs: 00,7378 = val secuaraey: 0,.7:07
Epoch 18/33 '
§2/92 [messsssssssssssssssssssesusss=] - 53 53pa/step - leas: 0.4715 - mecuracy: 0.8215
val loas: 0,687 - val acoiracy: 0.7452
Epsch 13/39
02/92. [Fr=—=s===—==w====s===—z=—=—===] - B Hips/step - loaa; 0.4535 - socuracy: 0,832 -
val loas: 0.6983 - val acctracys 0,7480
Fpoch 20735
48 |z | - 53 $ma/stop
val logs: 0.6642 - val sccuracy: 0.7910

Gaas 0.403% - scouracy: 0,8321
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Epoch 21/35

32/ [m—=smsmass——msm——mememswmems| - 08 JOf8/8kEp - Losat U.4310 - accuracyt 0. BiBk -
val losst U,7395 - val acouracyt 0.7358

Epoch 23/3%

Rl [messssspssssnsusssnpsespnnenn| — 5n Sima aten - loans DALY — accuraeys Uo8430 -
val losar U,6980 - val scouracys 0,7520

Bpoch 23733

82792 [swmzzssesssssssssssswssssseess| - §3 33ma/step - loas: (,3817 - accuracy: 00,8343 -
val losa: 0.814% - val acouracy: 0,7282

Epoch 24735

92/92 [m=mw==m=mr———msme—=sr=e=ss===| « §g §8ma/atep - losa: 0,371% - acouracy: 0.8810
val loasy D,6811 - wal accuracy: 0.7725

Epach 25733

32/92 [mmme rnm = x | - 38 53ma/stap
val losst 0,779% - val scouragy: 0.7520

Epoch 26733

logss 0,309 - mecuracy: 0.8703 -

3297 |we - - | - S5 35mas/step
val losar 0.7301 - val acouracy: 0.7320

Epoch 27/33

82792 | | =328 Jma/step - losay 0,3146 - accuracyd G.87154 -
val loss: 0.7901 - wval accuracy: 0.7348

Epoch 28/30

I e i =] - b& Sdna/step
vaL loss: U, 743 - val scouracy: D. /6 Il

:chh 28733

BR79E [ | = 88 5dms/step - losa; 0.3148 - accuracy: 0.88%3
val loszs; 0,747l - val accuracy: 0,7602

Epoch 30/33

logsy €,34B6 - apguracy: 0.8687 -

1
[
iF
-
[ -]
-

02831 - accuracy: o.H30E -

92492 | - | = 55 53ma/atep - loss: 0.Z812 - accuracy: 0.B358 -
val lgss: 0.7277 - val acouracy: 0.77338

Epach 31/35

I e e e | - 5& S3msfatep - losa: 0.:588 - dccuracy: 0.B%E5 -

val loss: £.733) - val acouragy: 0.7320

Epoch 32/35

Pl e -- : =] = Ba 55ma/step = lo=s: 0.2611 = accuracy: 0.8067
val logzs! 0.8474 = val ageuracys 0,7371

Epoch 33/35

12190 |sewimessssssnsnsssiensssssnn=s]| — 38 Mpasatep - lossi 0.2334 - accursavi 0.5118 -
ral lasst 0.03E2 - val seduracy: O.1011

Epoch 14/35 '

aarag | ==| - b3 Bima/step - losa: 0.2497 — apouracy: 0,9138 -
val loas: 0.B39%4 - val accuracy: {.7233

Epoch 35/1%

A2 B2 |s======s==——=—=—=sms=———=———===| = 03 Jdma/step = lozm: 0.2312 - acouracy: D052
val lo=s: (.G3B8 - val accuracy: 0,784
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aco

= history.history|'sccuracy

. PR
= .ﬁ.\...,.lh.--\..,

i

val ace = history.history| val
lgas = kistery.history|'less’)
val loss =-history.history|'val loss'|

epochs range FARGE (Bpash

plt
plt
plt

Jigure(figaize={f, &)}
Aubploti{l, 4, 1)

plot(epochs range, acc

A

. label="Training Acouracy')

plt.plotiepochs range, val ace, label='Valldation Accuracy

plt.

olt

atbelobi, 2 2)

agend(|oc='lower right')

pit.titie|'Training and Validation Acouracy’

plt.plotiepochs range, losa, label='Training Zoss'

'|..l-| E

plt

plotlspochs rande, va

Lagand(loc="uppetr right')

loas, lakel="Validation Losa')

pltititla{'Training and Yalidation Losa')

pit

Ahaw i}
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CONCLUSION:

We were able to use Al (Artificial Intelligence) and blockchain in virtual
forensics by establishing a document finder, image classifier, Filecoin,
and IPFS by storing criminal records in a decentralised format, includ-
ing a blockchain that combines the first-class functions of IPFS and
Filecoin, and to analyse and correlate the virtual statistics contained in
an investigation’s evidence based on their expertise, thereby reducing
the number of records. In addition, we developed an application that
provides an efficient storing and sharing machine.
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